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Abstract –In this we propose a secure cloud storage system 

supporting privacy-preserving public auditing. To securely 

introduce an effective TPA, the auditing process should bring in 

no new vulnerabilities towards user data privacy, and introduce 

no additional online burden to user. We further extend our result 

to enable the TPA to perform audits for multiple users 

simultaneously and efficiently. Extensive security and 

performance analysis show the proposed schemes are provably 

secure and highly efficient. Using Cloud Storage, users can 

remotely store their data and enjoy the on-demand high quality 

applications and services from a shared pool of configurable 

computing resources, without the burden of local data storage 

and maintenance. However, the fact that users no longer have 

physical possession of the outsourced data makes the data 

integrity protection in Cloud computing a formidable task, 

especially for users with constrained computing resources. 

Moreover, users should be able to just use the cloud storage as if 

it is local, without worrying about the need to verify its integrity. 

Thus, enabling public audit ability for cloud storage is of critical 

importance so that users can resort to a third party auditor 

(TPA) to check the integrity of outsourced data and be worry-

free.  
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I. INTRODUCTION 
 

     A privacy-preserving public auditing system for data storage 

security in cloud computing in this the homo morphic linear 
authenticator and random masking to guarantee that the TPA[1] 

would not learn any knowledge about the data content stored on 
the cloud server during the efficient auditing process. It not only 

eliminates the burden of cloud user from the tedious and possibly 
expensive auditing task, but also alleviates the users’ fear of their 

outsourced data leakage. Using cloud storage, usre can remotly 
store their data and enjoy the on-demand high quality 

applications and services from a shared pool of configurable 

computing resources, without the burden of local data storage and 
maintenance. However, the fact the user on longer have physical 

possession of the outsourced data makes the data integrity  
rotection in cloud computing a formidable task, especially for the 

users with constrained computing resource. Enabling public audit 
ability for cloud storage is of critical importance so that user can 

resort to a third party auditor (TPA) to check the integrity of 
outsourced data and be worry-free. To securely introduce an 

effective TPA, the auditing process should bring in no new 

vulnerabilities towards user data privacy, and introduce no 
additional online burden to user. Here the secure cloud storage 

system supporting privacy preserving public auditing is proposed. 
The public auditability, i.e. “provable data possession” (PDP) is a 

model for ensuring possession of data files on untrusted storages. 
The scheme utilizes the RSA based homo morphic non-linear 

authenticators for auditing outsourced data and suggests 
randomly sampling a few blocks of the file. However, the public 

auditability in their scheme demands the linear combination of 
sampled blocks exposed to external auditor. When used directly, 

the protocol is not provably privacy preserving, and thus may 
leak user data information to the auditor. Juels et al. [11] 

describes a “proof of retrievability” (PoR) model, where spot-
checking and error correcting codes are used to ensure both 

possession and retrievability of data files on remote archive 
service systems. 

However, the number of audit challenges a user can perform 
is a fixed priori, and public auditability is not supported in their 

main scheme. Although they describe a straightforward Merkle-
tree construction for public PoRs, this approach only works with 

encrypted data. Dodis et al. [5] give a study on different variants 
of PoR with private auditability. Shacham et al.[13] design an 

improved PoR scheme built with full proofs of security in the 
security model defined in [11]. Similar to the construction in [8], 

they use publicly verifiable homomorphic non-linear 
authenticators that are built from provably secure BLS signatures. 

Based on the elegant BLS construction, a compact and public 
verifiable scheme is obtained. Again, their approach does not 

support privacy preserving auditing for the same reason as [8]. 
The propose allowing a TPA to keep online storage honest by 

first encrypting the data then sending a number of pre computed 
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symmetric-keyed hashes over the encrypted data to the auditor. 

The auditor verifies both the integrity of the data file and the 
server’s possession of a previously committed decryption key. 

This scheme only works for encrypted files and it suffers from 
the auditor statefullness and bounded usage, which may 

potentially bring in online burden to users when the keyed hashes 

are used up. The dynamic version of the prior PDP scheme, using 
only symmetric key cryptography but with a bounded number of 

audits. Consider a similar support for partial dynamic data 
storage in a distributed scenario with additional feature of data 

error localization. In a subsequent work, Wang et al. [10] propose 
to combine BLS-based HLA with MHT to support both public 

auditability and full data dynamics. Almost simultaneously 
developed a skip lists based scheme to enable provable data 

possession with full dynamics support. However, the verification 
in these two protocols requires the linear combination of sampled 

blocks just as [8], [13], and thus does not support privacy 
preserving auditing. While all the above schemes provide 

methods for efficient auditing and provable assurance on the 
correctness of remotely stored data, none of them meet all the 

requirements for privacy preserving public auditing in cloud 
computing. More importantly, none of these schemes consider 

batch auditing, which can greatly reduce the computation cost on 
the TPA when coping with a large number of audit delegations. 
A.MAC Based Solution 
It is used to authenticate the data. In this, user upload data blocks 

and MAC to CS provide its secret key SK to TPA. The TPA will 
randomly retrieve data blocks & Mac uses secret key to check 

correctness of stored data on the cloud. Problems with this system 
are listed below as it introduces additional online burden to users 

due to limited use (i.e. Bounded usage) and stateful verification. 
Communication & computation complexity TPA requires 

knowledge of data blocks for verification  Limitation on data files 
to be audited as secret keys are fixed After usages of all possible 

secret keys, the user has to download all the data to recomputed 
MAC & republish it on CS.  TPA should maintain & update 

states for TPA which is very difficult it supports only for static 

data not for dynamic data. 

B. HLA Based Solution 

It supports efficient public auditing without retrieving data block. 
It is aggregated and required constant bandwidth. It is possible to 

compute an aggregate HLA which authenticates a linear 
combination of the individual data blocks. 

C. Using Virtual Machine 
Abhishek Mohta proposed Virtual machines which uses RSA 

algorithm, for client data/file encryption and decryptions [5]. It 
also uses SHA 512 algorithm which makes message digest and 

check the data integrity. The Digital signature is used as an 
identity measure for client or data owner. It solves the problem of 

integrity, unauthorized access, privacy and consistency. 

D. Non Linear Authentication 

Authenticator with random masking techniques to achieve Cloud 
security [7]. K. Gonvinda proposed digital signature Method to 

protect the privacy and integrity of data [8]. It uses RSA 
algorithm for encryption and decryption which follows the 

process of digital signatures for message authentication.   

 

              II. RELATED WORK 
 

 

 Consider a cloud data storage service involving three different 

entities, as illustrated in Fig. the cloud user (U), who has large 
amount of data files to be stored in the cloud; the cloud server 

(CS), which is managed by the cloud service provider (CSP) to 

provide data storage service and has significant storage space and 
computation resources, the third party auditor (TPA), who has 

expertise and capabilities that cloud users do not have and is 
trusted to assess the cloud storage service reliability on behalf of 

the user upon request. Users rely on the CS for cloud data storage 
and maintenance. They may also dynamically interact with the 

CS to access and update their stored data for various application 
purposes. To save the computation resource as well as the online 

burden, cloud users may resort to TPA for ensuring the storage 
integrity of their outsourced data, while hoping to keep their data 

private from TPA. Assuming that the data integrity threats 
towards user data can come from both internal and external 

attacks at CS. These may include: software bugs, hardware 
failures, bugs in the network path, economically motivated 

hackers, malicious or accidental management errors, etc. Besides, 
CS can be self-interested. For their own benefits, such as to 

maintain reputation, CS might even decide to hide these data 
corruption incidents to users. Using third-party auditing service 

provides a cost-effective method for users to gain trust in cloud. 
Considering the TPA, who is in the business of auditing, is 

reliable and independent. However, it may harm the user if the 
TPA could learn the outsourced data after the audit. Note that in 

our project, beyond users’ reluctance to leak data to TPA, it is 
also assumed that cloud servers have no incentives to reveal their 

hosted data to external parties. On the one hand, there are 
regulations, e.g., HIPAA [2], requesting CS to maintain users’ 

data privacy. On the other hand, as users’ data belong to their 
business asset [3], there also exist financial incentives for CS to 

protect it from any external parties. Therefore neither CS nor 
TPA has motivations to collide with each other during the 

auditing process. To authorize the CS to respond to the audit 

delegated to TPA’s, the user can issue a certificate on TPA’s 
public key, and all audits from the TPA are authenticated against 

such a certificate. To enable privacy-preserving public auditing 
for cloud data 

Storage under the aforementioned model, our protocol design 
should achieve the following security and performance 

guarantees. 
1. Public auditability: To allow TPA to verify the correctness 

of the cloud data on demand without retrieving a copy of the 
whole data or introducing additional online burden to the cloud 

users. 
2. Storage correctness: To ensure that there exists no cheating 

cloud server that can pass the TPA’s audit without indeed storing 
users’ data intact. 

3. Privacy-preserving: To ensure that the TPA cannot derive 
users’ data content from the information collected during the 
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auditing process. 

 
4. Lightweight: To allow TPA to perform auditing with 

minimum communication and computation overhead. Consider a 

cloud data storage service involving three 

 

 
the cloud user (U), who has large amount of data files to be 

stored in the cloud; the cloud server (CS), which is managed by 

the cloud service provider (CSP) to provide data storage service 

and has significant storage space and computation resources, the 
third party auditor (TPA), who has expertise and capabilities that 

cloud users do not have and is trusted to assess the cloud storage 
service reliability on behalf of the user upon request. Users rely 

on the CS for cloud data storage and maintenance. They may also 
dynamically interact with the CS to access and update their stored 

data for various application purposes. To save the computation 
resource as well as the online burden, cloud users may resort to 

TPA for ensuring the storage integrity of their outsourced data, 
while hoping to keep their data private from TPA. 

 

                       Fig. 1. The architecture of cloud data storage service. 

 Assuming that the data integrity threats towards user data can 
come from both internal and external attacks at CS. These may 

include: software bugs, hardware failures, bugs in the network 

path, economically motivated hackers, malicious or accidental 
management errors, etc. Besides, CS can be self-interested.  For 

their own benefits, such as to maintain reputation, CS might even 
decide to hide these data corruption incidents to users. Using 

third-party auditing service provides a cost-effective method for 

users to gain trust in cloud. Considering the TPA, who is in the 
business of auditing, is reliable and independent. However, it 

may harm the user if the TPA could learn the outsourced data 
after the audit. Note that in our project, beyond users’ reluctance 

to leak data to TPA, it is also assumed that cloud servers have no 
incentives to reveal their hosted data to external parties. On the 

one hand, there are regulations, e.g., HIPAA [2], requesting CS to 
maintain users’ data privacy. On the other hand, as users’ data 

belong to their business asset [3], there also exist financial 
incentives for CS to protect it from any external parties. 

Therefore neither CS nor TPA has motivations to collide with 
each other during the auditing process. To authorize the CS to 

respond to the audit delegated to TPA’s, the user can issue a 
certificate on TPA’s public key, and all audits from the TPA are 

authenticated against such a certificate. Communication and 
computation overhead Properties of the Protocol: It is easy to see 

that our protocol achieves public auditability. There is no secret 
keying material or states for the TPA to keep or maintain between 

audits, and the auditing protocol does not pose any potential 
online burden on users. This approach ensures the privacy of user 

data content during the auditing process by employing a random 
masking r to hideμ, a linear combination of the data blocks. Note 

that the value R in our protocol, which enables the privacy 
preserving guarantee, will not affect the validity of the equation, 

due to the circular relationship between R and in γ = h(R) and the 
verification equation. Storage correctness thus follows from that 

of the underlying protocol [13]. Besides, the HLA helps achieve 
the constant communication overhead for server’s response 

during the audit: the size of {μ, α, R} is independent of the 
number of sampled blocks.  

 

III. EVALUATION 
 

 we evaluate the security of the proposed scheme by Analyzing 

its fulfillment of the security guarantee described Namely, the 

Storage correctness and privacy preserving property. We start 

from the single user case, where our main result is originated. 

Then, we show the security guarantee of batch auditing for the 

TPA in multiuser setting. The below theorem shows that TPA 

cannot derive users’ data from the information collected during 

auditing. Theorem 2. From the server’s response TPA cannot 

recover. Proof. We show the existence of a simulator that can 

produce a valid response even without the knowledge, in the 

random oracle model. Now, the TPA is treated as an adversary. 

Performance under Different Number of Sampled 
Blocks c for High Assurance (95%) Auditing 
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set since the simulator is controlling the random oracle. We 
remark that this back patching technique in the random oracle 

model is also used in the proof of the underlying scheme [13]. 
We now report some performance results of our experiments. We 

consider our auditing mechanism happens between a dedicated 
TPA and some cloud storage node, where user’s data are 

outsourced to. In our experiment, the TPA/user side process is 
implemented on a workstation with an Intel Core 2 processor 

running at 1.86 GHz, 2,048 MB of RAM, and a 7,200 RPM 
Western Digital 250 GB Serial ATA drive. The cloud server side 

process is implemented on Amazon Elastic Computing Cloud 
(EC2) with a large instance type [27], which has 4 EC2 Compute 

Units, 7.5 GB memory, and 850 GB instance storage. The 
randomly generated test data is of 1 GB size. All algorithms are 

implemented using C language. Our code uses the Pairing-Based 

Cryptography (PBC) library version 0.4.21. The elliptic curve 
utilized in the experiment is an MNT curve, with base field size 

of 159 bits and the embedding degree 6. The security level is 
chosen to be 80 bit, which means ¼ 80 and ¼ 160. All 

experimental results represent the mean of 20 trials. Because the 
cloud is a pay-per-use model, users have to pay both the storage 

cost and the bandwidth cost (for data transfer) when using the 
cloud storage auditing. Thus, when implementing our 

mechanism, we have to take into consideration both factors. In 
particular, we conducts the experiment with two different sets of 

storage/communication tradeoff parameter s as introduced in 
Section 3.4. When s ¼ 1, the mechanism incurs extra storage cost 

as large  

 

           IV. CONCLUSION AND FUTURE WORK 
 

Here proposed is a privacy-preserving public auditing system for 
data storage security in Cloud Computing. The homo morphic 

linear authenticator and random masking guarantees that the TPA 

would not learn any knowledge about the data content stored on 
the cloud server during the efficient auditing process, which not 

only eliminates the burden of cloud user from the tedious and 
possibly expensive auditing task, but also alleviates the users’ 

fear of their outsourced data leakage. With the establishment of 

privacy-preserving public auditing in cloud computing, TPA 

may concurrently handle multiple auditing delegations upon 

different user’s requests. The individual auditing of these 

tasks for TPA can be tedious and inefficient. Batch auditing 

not only allows TPA to perform the multiple auditing tasks 
simultaneously, but also reduces the computation cost on TPA 

side. And also we can extend our work to support for the data 

dynamics which includes the block level operations of 

modification, deletion, insertion. 
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