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Abstract— Cloud computing is highly promising 

technology because of its unlimited resource provisioning and 

data  storage services which help us in managing the data as per 

requirements. But this area is still suffering problem of  secure 

storage and communication of data inside the cloud and in 

between clouds also. Due to the use of internet  and vital remote 

servers to maintain the data and applications, the cloud computing 

environment becomes open for  the attackers to attack on the user 

data and communication services. In this paper, we propose a 

comprehensive solution for storing and maintaining log records in 

a server operating in a cloud-based environment. We address 

security and integrity issues not only just during the log 

generation phase, but also during other stages in the log 

management process, including log collection, transmission, 

storage, and retrieval. The major contributions of this paper are as 

follows. We propose architecture for the various components of 

the system and develop cryptographic protocols to address 

integrity and confidentiality issues with storing, maintaining, and 

querying log records at the honest but curious cloud provider and 

in transit. 

 

Keywords— Cloud Computing, Data Security Issues, AES 

Technique, Selective Encryption. 

 

 

 

 

 

 

 

 

 I. INTRODUCTION 

 

Cloud computing is a technology that uses the internet and central 

remote servers to maintain data and applications. This  technology 

allows for much more efficient computing by centralizing data 

storage, processing and bandwidth. Cloud  computing have aimed 

to allow access to large amounts of computing power in a fully 

virtualized manner, by  aggregating resources and give a picture 

of a single system. A computing cloud has networks of nodes. 

Therefore  scalability should be a quality feature of the computing 

cloud.  

                              

End user : - just wants to use the application softwares such as Ms 

Office, Paint Brush, and Image Processing Software  etc. This  

sort of service is provided by Software as a Service model of 

cloud computing which gives freedom to the user  from getting 

license of software. 

Commercial organization : - who wants to spread his business 

with the help of website then he/she has to set up the  servers and 

maintenance of servers which leads to the high cost. But the cost 

of infrastructure can be removed by having  Infrastructure as a 

Service model of cloud computing because the storage and 

security of data maintenance of servers etc  is handled by the 

cloud service provider. 

 

Developer: - It also takes care of the needs of developer by 

providing the platform on which developer wants to work  such as 

Operating System etc. This is also provided by the Platform as a 

Service model. 
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 Finally we develop a proof-of-concept prototype to demonsratate 

the feasibility of our approach and discuss some early experiences 

with it.To the best of our knowledge our’s is the first work to 

prove a complete solution to the cloud- based log management 

problem. 

 
 

    

  

 

 

 

 

 

 III. RELATED WORK 

Balachandra Reddy Kandukuri, Ramkrishna Paturi V, DR. Atanu 

Rakshit[1] states the Service Level Agreement is in the  form of  

document which defines the clear relationship of responsibilities 

and security policies between the cloud user and  vendor along 

with the security policies. There different security issues that SLA 

should discuss like privileged user  access, regulatory compliance, 

data location, data segregation, recovery, investigative support, 

long term viability, data  availability etc. “Top Threats to Cloud 

Computing V1.0” [15] paper provides context to assist the 

organization in making  educated risk management decisions 

regarding the cloud adoption strategies.  

 

   This papers has tried to focus on some  issues are either unique 

to or greatly increased by the key features of cloud computing i.e 

it is shared, on demand nature  etc to identify the following 

threats in our initial document such as data leakage, Malicious 

Insiders, Service Hijacking  etc. Traian Andrei[14] illustrates the 

present state of the cloud computing with its development 

challenges, academia and  industry research efforts are 

introduced. In spite of this, it also describes cloud computing 

security problems and  represents a model of security architecture 

for cloud computing implementation. Meiko Jensen, J¨org 

Schwenk, Nils  Gruschka and Luigi Lo Iacon[9] presents a 

selection of issues of cloud computing security. It is investigated 

that ongoing  issues with application of XML signature and the 

web services security frameworks, discussed the importance and  

capabilities of browser security in the cloud computing context i.e 

SaaS, raised concerns about cloud service integrity  and binding 

issues (PaaS) and sketched the threat of flooding attacks on Cloud 

Systems (IaaS). 

   Mehmet Yildiz, Jemal  Abawajy, Tuncay Ercan and Andrew 

Bernoth[8] have introduced a practical security model based on 

key security  considerations by looking at a number of 

infrastructure aspects of cloud computing. A well established 

dynamic security  model for the infrastructure of cloud computing 

solution is essential. The dynamic model offers a horizontal and 

vertical  configurable and policy based security approach. It 

focuses on the infrastructure scope covered within the domains of  

network, server, storage and systems management. 

  The above whole study gives an idea to enhance the security of 

user authentication information along with user data and  the way 

to secure the data sent between the storage cloud and computing 

cloud using Selective Encryption using AES  

Technique. 

 

 

 

 

 

IV. DATA SECURITY ISSUES OF CLOUD COMPUTING 
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There are number of security of issues which are related to cloud 

computing which scares the cloud customers to opt it  for their 

business purposes and many more. Each issue is explained and 

accompanied on potential or real world measured  impacts. 

(1) User access rights: - Cloud customer must have the knowledge 

about the people who are managing and assuring the  

integrity of the data because all the services are provided by third 

party which takes control over the physical,  logical and personnel 

and makes it little bit risky. 

 

 

(2) Regulatory compliance: - To maintain the integrity of the data 

is the responsibility of the customer even when it is  kept by the 

service provider. Regulatory compliance aims that corporations or 

public agencies to ensure that  personnel are aware of and take 

steps to meet the terms of relevant laws and regulations. 

 

 

(3) Data location constraints: - When use the cloud, user is not 

known to the location where the user data is hosted.  User must 

ask providers that can they store and process data in specific 

jurisdictions and whether they can make an  agreement to follow 

privacy requirements. 

 

 

(4) Assurance of better encryption techniques: - The cloud 

provider should confirm that encryption schemes are  designed 

and tested by experienced testers. It should be assured that 

encryption accidents will not make data  unusable or more 

encryption will not affect data availability. 

 

 

(5) Recovery of data from disasters: - Even if cloud user has no  

control over the data and not aware of data location  then a cloud 

provider should give clear answer about availability and complete 

recovery of data in case of disaster.  How much time they will 

take to recover the data? 

 

 

(6) Law enforcement: - It is very difficult to investigate illegal 

activities in cloud computing because logging and data  for 

multiple users is co-located and data may also be spread across an 

ever-changing set of data centres. 

 

 

 

 

 

 

(7) Data availability: - Ideally, your cloud computing provider 

will never go broke or overtaken by a larger company.  But if this 

happen then your data that it will remain available even after such 

an event. 

  V. Anonymous Upload, Retrieval and Deletion 

       of Log Data 
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VI. Early Experiences 
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VII. Conclusion and Future Work 
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