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Abstract 
 
 

Cloud computing represents a paradigm shift in the way we use computing resources. Many 
availability, cost, and scalability constraints are removed by the possibility of outsourcing cheaply to 
‗the cloud‘. However, such activity introduces new security concerns—many of which can be 
addressed by cloud cryptographic solutions towards data confidentiality, integrity and authenticity over 
networks. Cryptography is therefore an essential component of any cloud infrastructure. The increasing 
emphasis on ‗the cloud‘ has focused the attentions of the research community onto cloud Automorphic 
encryption (CAE). 
 

We Propose cloud cryptographic technique such as cloud Automorphic schema. Such schema 
allows to compute random functions over a cloud encrypted data without decryption key i.e., cloud 

encryption random functions (d1),…….., (dn) of d1,…………..dn, one can resourcefully compute 

squashed cipher text that encrypts £(d1,…………..dn) for any resource fully random function £.  
Cloud Automorphic encryption schema has several applications such as the of cryptography by 

virtue of the fact that it allows random computations to be carried out on encrypted data. Such 
flexibility would allow sensitive information (e.g. military data, medical data or financial data) to be 
processed securely in the cloud, with the resulting output accessible only to authorized people.  

Our Erection to show that cloud recursive self embedding, cloud bootstrappable encryption to a 
cloud Automorphic schema. This erection makes to solve complex problems on cloud ideal lattices. 
 

Keywords : Cloud, Encryption, Automorphism, Decrypt, Random Function 
 
 
 
 
 
 
 
 
 
 

 

99 



INTERNATIONAL JOURNAL OF COMPUTATIONAL MATHEMATICAL IDEAS 
ISSN:0974-8652 

 

Introduction 
 

We propose a solution to the 

cryptographic problem of constructing a cloud 

automorphic encryption scheme. This notion, 

originally called a privacy automorphism, was 

introduced by Rivest, Adleman and Dertouzous 

shortly after the invention of RSA by Rivest, 

Shamir, and Adleman. Basic RSA is a 

multiplicatively automorphic cloud scheme – 

i.e., given RSA public key pk = (N, e) and  
ciphertexts { mod N}, one can efficiently 

compute mod N, a ciphertext that clouds the 

product of the original plaintexts. One imagines 

that it was RSA‘s multiplicative automorphism, 

an accidental but useful property, that led 

Rivest et al. to ask a natural question: What can 

one do with an cloud scheme that is cloud 

automorphic encryption scheme : a scheme S 

with an efficient algorithm Evaluate Es that, for  
any valid public key pk, any cycle C (not just a 
 
cycle consisting of multiplication gates as in 
RSA), and any ciphertexts outputs[1]  

 Evaluate  ( pk , C, t )  
a valid cloud of C( 1 , . . . , t) under pk Their 

answer : one can arbitrarily compute on cloud 

data – i.e., one can process cloud data (query it, 

write into it, do anything to it that can be 

efficiently expressed as a cycle) without the 

decryption key. As an application, they 

suggested private data banks. A user can store 

its data on an untrusted server in cloud form. 

Later, it can send a query on the data to the 

server, where upon the server can express this 

query as a cycle to be applied to the data, and 

use the Evaluate  algorithm to construct an 

cloud response to the user‘s query, which the 

user then decrypts. We obviously want the 

server‘s response here to be more concise than 

the trivial solution, in which the server just 

sends all of the cloud data back to the user to 

process on its own [2]. 
 

Cloud Computing 
 

Cloud computing is the latest megatrend 
in information technology (IT) industry. 
Although definitions still vary greatly, it could 

 
 

 

be loosely described as the delivery of software 
and hardware as services over the Internet. 
Cloud computing has been described as a 

technological change brought about by the 
convergence of a number of new and existing 
technologies (Skilton). It is widely believed that 
cloud computing is a new disruptive computing 
paradigm1—however, defining what cloud 
computing actually means and understanding 
how it affects the industry remains still rather 
unclear because both industry and academia 
largely lack exact understanding and consensus 
of the nature and scope of this novel 
phenomenon (Armbrust et al. 2010, Lin et al.). 
 

Cloud computing is often seen as a part 
of larger development towards long-dreamed 
vision of society where computing is delivered 
as a utility (e.g., Zhang et al. 2010). Buyya et 
al. see 21st century where computing is being 
transformed to commoditized services and 

delivered as standard utilities such as electricity 
and telephony. Carr compares the shift to 
Internet-based computing to the rise of electric 
utilities in the early 20th century. Utility 
computing concept is not new2 but cloud 
computing is seen as the realization of the 
paradigm (e.g., Armbrust et al.). As computing 
as a utility is somewhat declamatory vision, 
some have also argued that cloud computing 
means just about commoditization of IT 
services (Harmon et al., Yeo et al.). 
 

If cloud computing is able to transform 
IT services something as prevalent as 
electricity— something that economists call as 
general-purpose technology (GPT) because it 
affects so powerfully the entire economy—the 
potential impact on society‘s welfare would be 
massive. For example, Etro has calculated that 
cloud computing has a significant contribution 
on the European Union‘s growth and wealth. 
According to Wyld, it is likely that entirely new 
industries will be birthed over the next decade 
because of the shift towards cloud computing. 
 

The expectations for cloud computing 
are currently sky-high. Paradoxically, albeit 
there is no agreement what cloud computing 
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exactly is, there seems to be widespread 
consensus that it will greatly change the IT 
industry on all levels of the computational 
ecosystem. For example, special report of The 
Economist (Anon. 2008) believe that cloud 
computing ―will undoubtedly transform the 
information technology (IT) industry, but it will 
also profoundly change the way people work 
and companies operate.‖  

Despite of the high expectations, cloud 
computing has also many critics—the 
exaggerated hype, lack of clear definition, and 
general novelty of the concept makes it very 
controversial topic. First group of critics 
believe that cloud computing is nothing more 
than a new fancy name for old technologies and 
operating models that the industry has been 
using for decades.  

For  example,  in  his  famous  address 
 
Oracle‘s chief executive officer Larry Ellison 
stated that ―[t]he interesting thing about cloud 
computing is that we‘ve redefined cloud 
computing to include everything that we [the IT 

industry] already do‖ (Farber 2008). Term 
―cloudwashing‖ has been introduced for 
referring to the marketing trick of selling old 
products and services under cloud brand 
(Adamov & Erguvan 2009, Staten 2009). The 
second group of critics does not believe in 
cloud computing paradigm itself. For example, 
Durkee (2010) do not believe that cloud 
computing in its current form could be growing 
and profitable business for IT services 
providers in the long term. 
 

The business opportunity in cloud 
computing is expected to be enormous. The 
leading IT research and advisory firm Gartner 
(2008) predicts cloud computing to become as 
influential as e-business. In Gartner‘s (2010) 
recent report, they forecast worldwide cloud 
services market‘s revenue to surpass $68.3 
billion in 2010 and reach $148.8 billion by 
2014. IDC (2009) predicts worldwide IT 
spending on cloud services to reach $42 billion 
by 2012. However, the impressive figures have 
been criticized to as greatly exaggerated. 

 
A vast number of cloud services have 

already emerged. For example, there exists 
Microsoft Windows Azure operating system, 
Google Docs productivity suite, and 
 
Salesforce‘s Force.com service development 
platform, all working on the cloud. A textbook 
example of cloud computing is Amazon Web 
Services that sells computing infrastructure 
such as storage, memory, and processor 
capacity as services via self-service web portal 
and bills customers according to pay per use 
pricing mechanism. However, as Buyya et al. 
(2009) and Zhang et al. (2010) remind, it 
should be borne in mind that cloud computing 
uptake has only just begun and many systems 
are still in the proof-of-concept stage. 
 

Methodology 
 

Imagine you have an cloud scheme with 
a ―noise parameter‖ attached to each ciphertext, 
where cloud outputs a ciphertext with small 
noise – say, less than n – but decryption works 
as long as the noise is less than some threshold 
Nn. Furthermore, imagine you have algorithms 

Add and Mult that can take ciphertexts E(a) and 
E(b) and compute E(a + b) and E(a b), but at 
the cost of adding or multiplying the noise 
parameters. This immediately gives a 
―somewhat automorphic‖ cloud scheme that 
can handle cycles of depth roughly log log N – 
loglogn [3].  

Now suppose that you have an 
algorithm that takes a ciphertext E(a) with 

noise N  < N and outputs a ―fresh‖ ciphertext 
E(a) that also clouds a, but which has ―noise 
 
parameter smaller than N . This Recrypt 

algorithm is enough to construct a cloud 

automorphic encryption scheme out of the some 

what automorphic one! In particular, before we 

Add or Mult E(a) and E(b), we can apply Recrypt 

to E(a) and E(b) to ensure that their noise 

parameters are small enough so that the noise 

parameter of E(a b) is less than N, and so on 

recursively [4].  
In our erection, we give a somewhat 

automorphic cloud scheme. We then show how 
to modify it so that its decryption cycle has 
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multiplicative depth at most loglog N ― loglog 
n–1 – i.e., less depth than what the scheme can 
handle. It turns out that a somewhat 
automorphic cloud scheme that has this self-
referential property of being able to handle 
cycles that are deeper than its own decryption 
cycle – in which case we say the somewhat 
automorphic cloud scheme is ―bootstrappable‖  
– is enough to obtain the Recrypt algorithm, 
and thereby cloud automorphic encryption 
scheme. We give more details on why 
bootstrappability is enough.  

Our somewhat automorphic cloud 
scheme, described and uses ―ideal cloud 
lattices‖. In our exposition, we try to defer the 
need for technical details about lattices for as 
long as possible. For now, we mention that we 
looked to ideal cloud lattices as a way to 
construct a bootstrappable cloud scheme for 
two reasons. First, the cycle complexity of the 

decryption algorithms in typical lattice based 
cloud schemes is very low, especially compared 
to schemes like RSA or ElGamal, which rely on 
exponentiation, an operation that we do not 
know how to parallelize well. Second, since 
ideal cloud lattices correspond to ideals in 
polynomial rings, they inherit (R, +, .) ring. 
 

However, it takes some work to make 
our somewhat automorphic scheme 
bootstrappable – i.e., to make the depth of 
decryption cycle shallower than what the 
scheme can handle. We describe how to modify 
the scheme to make the decryption cycles 
sufficiently shallow. Conceptually, our 
techniques here are similar to those used in 
server-aided cryptography, where (for example) 
a user with a slow device wants to delegate 
most of the decryption work to a server without 
allowing the server to completely decrypt on its 

own. In our modification, we place a ―hint‖ 
about the secret key inside the public key. This 
hint is not enough to decrypt a ciphertext output 
by the original scheme, but it can be used to 
 
―process‖ the ciphertext – i.e., construct a new 
ciphertext (that clouds the same thing) that can 
be decrypted by a very shallow cycle. To prove 
that this hint is not too revealing, we require a 

 
second computational hardness assumption, 
similar to ones that have been studied in the 
context of server-aided cryptography.  

Just to leave you with a favor of what 

our somewhat automorphic cloud scheme looks 
like, consider the following secret key cloud 

scheme which merely uses integers. The key is 

an odd integer p > 2N. An cloud of a bit b is 
simply a random multiple of p, plus a random 

integer B with the same parity as b – i.e., B is 
even if b = 0 and is odd if b = 1. A bit more 

concretely, the ciphertext is c = b + 2x + kp, 
where x is a random integer in (–n/2, n/2), and k 

is an integer chosen from some range. You 

decrypt by setting b  (c mod p) mod 2, where 

(c mod p) is the number in (–p/2, p/2) that 

equals c modulo p. Actually, (c mod p), which 

is the ―noise parameter‖ in this scheme, will be 
in  
[–n, n], since b + 2x is in that range. However, 
decryption would have worked correctly as 

long as b + 2x  [–N, N ]  (–p/2, p/2). (As an 
aside relevant to bootstrapping, we mention that 
computing c mod p can be done by a very 
shallow cycle, with depth logarithmic in the bit-
lengths of c and p.) 
 
Cloud automorphic 
Encryption Scheme 
 

Our ultimate goal is to construct a cloud 
automorphic encryption scheme E. First, let us 
discuss what it means to be cloud automorphic 
encryption scheme[5]. 
 

At a high-level, the essence of cloud 

automorphic encryption scheme is simple: 

given ciphertexts that encrypt 1, ....., t , cloud 

automorphic encryption scheme should allow 

anyone (not just the key-holder) to output a 

ciphertext that encrypts f( 1, ....., t) for any  
desired function f, as long as that function can 

be efficiently computed. No information about 

1, ....., t or f( 1, ....., t), or any intermediate  
plaintext values, should leak; the inputs, output 
and intermediate values are always 
encrypted[6].  

Formally, there are different ways of 
defining what it means for the final ciphertext 
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to  ―encrypt‖   f( 1,  ....., t).  The  minimal 

requirement is correctness. 
 
A cloud automorphic encryption scheme  
should have an efficient algorithm EvaluateE 

that, for any valid  key pair (sk, pk), any cycle  
C, and any ciphertexts i  Encrypt  (pk, i), 
outputs  

i   Evaluate  (pk,  C,  1,  ...,  t)  such  that  
Decrypt  (sk, ) = C( 1, ....., t)  

This minimal requirement does not 
seem to be sufficient, however, since it permits 

the trivial solution, where  simply consists of 

(C, 1, ..., t) – i.e., where the Evaluate  
 
algorithm does not ―process‖ the input 
ciphertexts at all[7].  

There are a couple of different ways of 

excluding the trivial solution. One way is to 

require cycle privacy – i.e., (roughly) that the 

output of Evaluate  reveals nothing (at least 

computationally) about the cycle C that it took 

as input. If cycle privacy is the only additional 

requirement, then cloud automorphic 

encryption scheme (under this definition) can 

easily be achieved by using a two-flow 

oblivious transfer (OT) protocol in combination 

with Yao‘s garbled cycle [129, 130]. Typically 

two-flow OT protocols use an additively 

automorphic encryption scheme, and the OT 

query consists of a ciphertext  in this 

encryption scheme. In the cloud automorphic 

encryption scheme, Evaluate(pk, C, 1, ...., t) 

constructs aYao garbling C
†
 of C, uses the OT 

queries 1, ...., t to construct OT responses 
 

1
*, ...., t

* designed to obliviously transfer Yao 

keys associated to the t input wires in C†, and  
outputs ―(C

†
,  1

*
,  ....,  t

*
).  To  decrypt  this  

ciphertext, the key holder ―decrypts‖ the OT 

responses 1
*
, ...., t

*
 to recover Yao keys for  

the input wires, and then evaluates the garbled 
cycle. Sanders, Young and Yung and Beaver 
[8].  

The more interesting way of excluding 

the trivial solution is to require (roughly) that 

the ciphertext encrypting C( 1, ...., t) should 

 
―look like‖ an ―ordinary‖ ciphertext, as long as  
C( 1, ...., t) is a single bit (or element of the 
 
same plaintext space that contains { i }). For 

example, the size of the ciphertext output by 

Evaluate(pk, C, 1, ...., t) should not depend 

on C. We focus on this definition. Actually, we 

use a stronger requirement: that Decrypt  be 

expressible by a cycle D , which takes a 

(formatted) secret key and (formatted) 

ciphertext as input, and whose size is (a fixed) 

polynomial in the security parameter. Of 

course, this implies that there is an upper bound 

on the ciphertext size that depends only on the 

security parameter, and is independent of C. 

After describing a scheme that meets this 

definition, we will also describe how to achieve 

(statistical) cycle privacy [9]. 
 

To some, it is surprising that such a 

thing as cloud automorphic encryption scheme 

is possible even in principle. To see that it is 

possible, it may be helpful to understand 

automorphic encryption in terms of a physical 

analogy – e.g., a photograph developer‘s 

darkroom. The developer applies a particular 

function f to Alice‘s film when he develops it – 

i.e., the sequence of steps to develop the film. 

In principle, he does not need to see anything to 

apply this procedure, though in practice 

darkrooms are typically not completely dark. 

Of course, this analogy is inadequate in that one 

may ask: why can‘t the developer walk out of 

the darkroom and look at the finished product? 

Imagine that the developer is blind. Then, one 

may ask: why can‘t someone else look at the 

finished product? Imagine that everyone in the 

world besides Alice is blind. ―Sight‖ is Alice‘s 

secret key, and (in this world) it is impossible 

for anyone else to simulate vision. Although 

imagining physical analogies should convince 

you that the notion of cloud automorphic 

encryption scheme is not a logical fallacy, it 

seems difficult to construct a perfect physical 

analogue of cloud automorphic encryption  
scheme that is not rather 

far-fetched [10]. 
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